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I/IHCprKHHﬂ 1o odecrevYeHuI0 0€30MacHOCTH NMEPCOHAJIBbHBIX JaHHBIX

1. OOmume moJ0KEeHU

1.1.Hacrosimas MHcTpyKuus pazpaboTana B cooTBeTcTBUHU co cT. 19 denepanbhoro 3akona PO
ot 27.07.2006 1. Ne 152-®@3 «O mepcoHaIbHBIX JaHHBIX», HA OCHOBaHWU DenepaabHOro 3aKoHa
P® ot 27.07.2007 r. Ne 149-®3 «O06 napopmanuu, nHHOPMAITMOHHBIX TEXHOJOTHIX U O
3amute nHpopmarny, [locranosnenuslIpautenbctBaP® ot 17.01.2007 1. Ne 781 «O6
YTBEP)KICHUH MOJIOKEHHsT 00 oOecriedeHnn 0€30acHOCTH TIEPCOHANBHBIX TaHHBIX MTPH UX
00paboTke BUH(GOPMAIIMOHHBIX CHCTEMaxX IMEepPCOHAIBHBIX JaHHbIX», Ilpukaza PenepanabHOI
CIy)KOBl M0  TEXHHYECKOMY U  3KcrmopTHoMy  KoHTpono  (PCTOK  Poccum),
®enepanbHoit ciyx0b1 6e3onacHoctu PO (OCh Poccun), MunuctepcTa nHGOpMaIIMOHHBIX
TexHoJorui u cBsizu PO (Munundopmcesizu Poccun) ot 13.02.2008 r.Ne 55/86/20 «O6 yrBep-
xnenun [lopsiaka mpoBeneHHs KiaccH(UKAUM HHOOPMAIIMOHHBIX CHCTEM IEPCOHAIBHBIX
naHHbIX», [lomoskeHus o paboTe ¢ MEPCOHATBLHBIMU JaHHBIMU PA0OOTHUKOB, OOYYAIOIINXCS U UX
poauTenei (3aKOHHBIX MPEACTaBUTENEH ).

1.2. lna obecrniedeHuss OE30MACHOCTH TEPCOHAIBHBIX JIaHHBIX HEO0OXOIUMO HUCKIIOYUTH He-
CaHKIMOHUPOBAHHBIA, B TOM YHCJIE CIyYalHBIA, JOCTYI K TEPCOHATBHBIM JaHHBIM, PE3y/IbTa-
TOM KOTOPOI'O MOXKET CTaTh YHUUTOKEHHE, N3MEHEHUE, OJIOKHPOBaHUEe, KOMMMPOBAHUE, PacIpo-
CTpaHEeHHE TIEPCOHANBHBIX JIaHHBIX, & TAK)KE HHbIE HECAHKIIMOHUPOBAHHBIE ACHCTBUS.



1.3. Cpenctsa 3amuTtsl HHOOPMAIUH, TIPETHA3HAYCHHBIC TSI 00ecTiedeHUsT O€30MaCHOCTH Tep-
COHAJIBHBIX JIaHHBIX NPH UX 00paboTKe B MHPOPMALMOHHBIXCUCTEMAX, TIOUIKAT yUETY C UCTIO-
JIb30BAHUCM MHJACKCOB UM YCJIOBHBIX HanMEHOBaHUN U PEruCTpaiiOHHBIX HOMCPOB.

1.4. OrtBeTcTBEHHOCTH 32 OE30MACHOCTH NEPCOHATBHBIX JJAHHBIX BO3JIAraeTCs Ha JIUIL, JIOIY-
HICHHBIX K UX 00pa0oTKe.

2. OoecneyeHne 0€30MACHOCTH Mepe] HAYATIOM 00Pa0OTKH NMEePCOHAIBHBIX TAHHBIX
2.1. Tlepen nayamom oOpaOOTKH NMEPCOHATBHBIX JAHHBIX HEOOXOIUMO U3yYUTh HACTOSIIYIO
HNHucTpyknuto.
2.2. Tlepen nayamom oOpaOOTKH MEPCOHATBHBIX JAHHBIX HEOOXOIUMO yOSIUTHCS B TOM, UTO:
CpeACTBa 3aIIUTHI IEPCOHATBHBIX JJAHHBIX COOTBETCTBYIOT KJIacCy MH(POPMAIMOHHON CUCTEMBI;
B IIOMEILIEHUH, B KOTOPOM BeJleTcs paboTa ¢ epcOHAIbHBIMU IaHHBIMHU, OTCYTCTBYIOT ~ IIOCTO-
POHHHE JIMLA;HOCUTEH IEPCOHAIBHBIX JAHHBIX HE MOBPEXKIEHBI;K IEPCOHAILHBIM IaHHBIM HE
ObUI OCYILIECTBIIEH HECAHKIIMOHUPOBAHHBIH 1OCTYI;  MEPCOHAJIbHBIE JAHHBIE HE MTOBPEXKIECHBI;
TEXHUYECKHE CPeCTBAa aBTOMATU3MPOBAHHOM 00pabOTKM U 3aILUThI IEPCOHANBHBIX JaHHBIX
HaXOJATCS B UCTIPABHOM COCTOSIHUU.

3. O0ecneyenne 6e301aCHOCTH BO BpeMsi 00pa00TKH NMePCOHATbHBIX JaHHBIX

3.1. Bo Bpems 00pabOTKH MEPCOHATBHBIX JAHHBIX HEOOXOIMMO 00ECIICUHTH:
HEJIOMYIIEHUSI BO3JCHCTBUS HA TEXHHUYECKUE CPEJCTBA aBTOMATH3MPOBAHHOW 00pabOTKH
HEePCOHAIBHBIX JAHHBIX, CIOCOOHOT0 HapyLIUTh ux (YHKIIMOHMPOBAHUE;
HEJIOMYIEHUE HaX0X/IEHHUs B IOMELIEHUH, B KOTOPOM BeZIeTCsl paboTa ¢ IepCOHAIbHBIMU JJaH-
HBIMH, IOCTOPOHHHUX JIUIL; TOCTOSIHHBIM KOHTPOJIb 32 COOJIIOACHNEM YCIIOBHH HCIIOIb30BAHUS
CpPEZCTB 3alUThl HH(OPMALMU, TPEAYCMOTPEHHBIX SKCIUTYaTallHOHHON U TEXHUYECKOH
JOKYMEHTAIUEH; HeJOMyIEHHEe HECAHKIIMOHUPOBAHHOTO JOCTYIA K MEPCOHATLHBIM JaHHBIM;
KOH(HICHIINATIHLHOCTH MIEPCOHATBHBIX TAaHHBIX.
4. Obecneyenne 6e301aCHOCTH B IKCTPEMAIbHBIX CUTYyaUMSAX
4.1. Tlpu MoauduKauy WM YHUYTOKEHHS IEPCOHATBHBIX JAHHBIX, BCIEJACTBUE  HECAHKIIHO-
HUPOBAHHOTO JIOCTYTA K HUM HE00X0AUMO 00eCeUnTh BO3MOXKHOCTh UX HE3aMEUIUTEILHOTO
BOCCTaHOBJICHHUSI.
4.2. Tlpu HapyuIeHUU TOPSJIKA IPEJOCTaBIEHHS IEPCOHATBHBIX JaHHBIX MOJIb30BATENSIM  HH-
(dopManOHHOH cuCTeMbl HEOOXOJMMO MPUOCTAHOBUTH UX MPEI0CTABIICHHUE.
4.3.I1pu oOHapyKEHUHN HECAHKIIMOHUPOBAHHOTO JOCTYMA K MEPCOHAILHBIM JJAHHBIM HEOOX 011 -
MO HEMEJUIEHHO MpepBaTh 3TOT TOCTYII.

4.4. B ciiydae HecoONIOIEHUS YCIOBUI XpaHEHHsI HOCUTENEN NepCOHANIBHBIX TaHHBIX, UCTIONb-
30BaHUS CPEJCTB 3aLUTHl HHPOPMAIUH, KOTOPbIE MOTYT NMPUBECTH K HapYIIEHUIO KOH(UICH-
OUAJIbHOCTU TICPCOHAJIBHBIX JaHHBIX NN APpyrum HapyYUICHUAM, IMPUBOAAIIINM K
CHMXXCHUIO YPOBHA 3AIMUIICHHOCTH  MEPCOHAIBHBIX JaHHBIX HCO6XO}II/IMO IMPONU3BECTU
pa3dMpaTenbCTBO M COCTABIEHHE 3aKJIIOUEHUH 10 JaHHBIM (akTam, pa3paboTKy H
IIPUHSATHE Mep o
NPEOTBPALICHUIO BO3MOXKHBIX OMACHBIX IMOCIIEACTBUN MOAOOHBIX HAPYIICHUH.

4.5. 0060 Bcex IKCTpEMaTbHBIX CUTYAIUAX HEOOXOIMMO HEMEIJIEHHO TTOCTaBUTh B U3BECTHOCTH
mupekTopa OY u mpou3BecTy pa3doupaTenbCTBO.



5. Obecnieyenune 0e30MACHOCTH MPH 3aBePLIEHUH 00PadOTKH MEPCOHAIBHBIX JAHHBIX
5.1. Ilocne 3aBepuieHus ceaHca 00pabOTKH MEPCOHATBHBIX JAHHBIX HEOOXOMMO 00ECTICUHTh:
UCKJTIOUEHHE BO3MOXKHOCTH HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBEHHUS WM HAXOXKACHUS B TIO-
MEILEHIH, B KOTOPOM pa3MeIeHbl HHPOPMALMOHHBIE CUCTEMBI M Be/IeTCsl paboTa ¢ NepCOHaNb-
HBIMH JIaHHBIMU; Pa00TOCIIOCOOHOCTD CPEJCTB 3aLIUTHI HH(OpMAINH, (YHKIMOHUPYIOUINX TPU
OTCYTCTBUH JIHII, IOTYIICHHBIX K 00pa0OTKe NMEepCOHATBHBIX JAHHBIX; (PHKCAIIUIO BCEX CIIy4acB
HapyUIeHUs JaHHOW MHCTPYKIINU B JKypHAJe.

6. 3akiaouuTeJbHbIE MOJI0KEHHS

6.1.I1poBepka u epecMOTp HACTOSIIEH HHCTPYKIIH OCYLIECTBIISIOTCS B CIICAYIONINX CIyJasx:
IIPU IEPECMOTPE MEKOTPACIEBBIX U OTPACIEBBIX TpeOOBaHUN oOecTiedeHns: Oe30MaCHOCTH
NEPCOHANBHBIX JAHHBIX; IPU BHEAPEHUN HOBOW TEXHUKH U (MJIM) TEXHOJIOTHI; 110 pe3yabTaTaM
aHaJM3a MaTEepUAJIOB pacClieIOBaHUS HApYIIEHUH TpeOoBaHMIA 3aKOHOJaTeNbCcTBAa 00  obecre-
yeHnH 0€30MacHOCTH MePCOHANIBHBIX TaHHBIX ;0 TpeOoBaHuIO npeacTraButeneii deaepanbHoi
CITYOBbI O€30TTaCHOCTH.



