Jlenunrpasckas o01acTh
Jly>Xckuil MyHULIIMTIATBHBIN pailoH
MyHunumnagbHoe 0I0KeTHOE 00111e00pa30BaTeIbHOE YUPEKICHUE
«Cpennsis o0ieoOpazoBarenibHas mkoja NeSy

I[MPUHATA: YTBEPXJIEHA:
Ha O6miemM coOpaHuu pabOTHUKOB npukazoMm MBbOY COII Ne5
npotokoa oT 28.08.2015r. Nel or 28.08.2015 Ne 151/1
HHCTPYKIUS

aAMHHHUCTPATOPA 0€30NMACHOCTH HH(OPMAIHOHHBIX CHCTEM MEPCOHATbHBIX TIaHHBIX
. OBIIUE MMOJIOKEHUS

1.1. Nannas MHCTpyKLUs onpesenseT OCHOBHbIE 00S3aHHOCTU U IIPaBa aJJMMHUCTpATOpa
0e30macHOCTH MH(POPMALMOHHBIX CHUCTeM NepcoHaIbHbIX JaHHbBIX MBOY COIL Ne5 (nanee —
Yupexnenue).

1.2. AamunucTpaTop 6e30nacHOCTH MH(OPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JTaHHBIX
(nanee — ICIT[IH) siBIIsieTCSl COTPYHUKOM YUPEXKACHUS U Ha3HAYAETCsl IPUKA30M JUPEKTOpa.

1.3. Pemienne BompocoB oOecneueHuss WHPOPMALMOHHOW OE30MaCHOCTH BXOAWT B
npsiMble CiTy>keOHbIe 003aHHOCTH aaMuHuUCTpaTopa 6ezonacnoctu UCIT/IH.

1.4. Anmunuctpatop Oe3onmacaoctn MCII[IH oGmamaer mpaBamm jgocTyna K JHOOBIM
IPOTrPaMMHBIM U aliapaTHbIM pecypcaM Y UpeskIeHHUs.

Il. TEPMUHBI U ONTPEAEJIEHU S

2.1. AsTomaTusupoBannoe padouee mecto (APM) — mepcoHanbHBIH KOMMBIOTED U
NOJKIIIOYEHHBIE K HeMy mepudepuiiHbple yCTpOHCTBAa — NPUHTEP, MHOTO(YHKIIMOHAIBHBIC
YCTPOMCTBA, CKAaHEPHI U T.[.

2.2. BrokupoBaHue NMEPCOHAJBHBIX JAHHBIX - BPEMEHHOE IMpEeKpalieHue o0paboTKh
NEPCOHANBHBIX JAaHHBIX (32 MCKIIOYEHMEM CIllyyaeB, eciii o0paboTka HeoOxoauma Juls
YTOYHEHMS] MEpPCOHANBHBIX HaHHbIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-P3 «O
NEePCOHATILHBIX OAHHBIXY).

2.3. loctyn K wuHpOpMAUM — BO3MOXHOCTh TmoiydeHUs wuHpopMammum u e€
Ucrnonb3oBaHus (cm. 2 @3 PO om 27.07.2006 o. N 149-®3 «06 unghopmayuu,
UHGOPMAYUOHHBIX MEXHOTIO2UAX U 3auyume UH@Gopmayuuy).

2.4. 3anumta wuHpoOpManMM —  JIEATENIBHOCTh 10  NPEJOTBPALICHUIO  YTEUKH
UHOpPMAIIHY, HECAHKIIMOHUPOBAHHBIX U HETIPETHAMEPEHHBIX BO3ICHCTBHII HAa MH(POPMAITHIO, TO
€CTb IpoIiecc, HAaNlpaBJIeHHBIN Ha JOCTH)KEHHE HHPOPMALIMOHHOM 6€30MacHOCTH.

2.5. Uuopmanus - cBefeHHs (COOOIIEHHUs, NaHHBIE) HE3aBUCUMO OT (OpMBI HX
npencraBienus (cm. 2 @3 P® om 27.07.2006 2. N 149-@3 «06 ungopmayuu,
UHGOPMAYUOHHBIX MEXHONIO2UAX U 3aLume UHGopmMayuuy).

2.6. Uudopmanuonnas cucrema nepcoHaJbHbIX AaHHbIX (MCIIH) - COBOKYITHOCTH
cojepxanuxcss B 0a3zax JaHHBIX NMEPCOHATBHBIX JAHHBIX M 00ECHEUMBAIOUIMX UX 00paboOTKy
MH(OPMALIMOHHBIX TEXHOJOTUN U TEXHUYECKUX CpeacTB (cm. 3 @3 PP om 27.07.2006 2. N 152-
@3 «O nepcoHanbHbIX OAHHBIXY).

2.7. HecauknuonuposBauublii foctyn (HC/I) — noctyn k muHGOpMaIuK, XpaHsIIeHcs Ha
Pa3NIMYHBIX THMAX HOcUTeNel (OyMa)KHBIX, MATHUTHBIX, ONTHYECKUX U T. JI.) B KOMIIBIOTEPHBIX



0a3ax naHHBIX, (aAWIOBBIX XPaHWJIMINAX, APXUBAX, CEKPETHBIX YaCTSAX M T. J. Pa3TUUHBIX
opraHu3aruil myTéM n3MeHeHus (MOBBIMICHHS, (paTbCU(UKAIINKN) CBOUX TIPAB JOCTYTIIA.

2.8. Hocutens wuHopmanmu - 11000 MarepuanbHbi  00BEKT WM  cpeja,
UCTIONIB3YEMBIH [UIs XpaHEHHs W Mepeaadn HHpopManuu.
2.9. O6padoTka mNepcOHANBHBIX [JaHHBIX - J00oe JelcTBUE (omepamnus) WIN

COBOKYITHOCTh  JeMcTBHII  (omepaiuii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
ABTOMATH3AINH WIH 0€3 MCIIOJIb30BAHUS TAKUX CPEJICTB C IMEPCOHATBHBIMU JAHHBIMH, BKIIIOUAs
cOop, 3aIUCh, CUCTEMAaTU3AalINI0, HAKOILJICHHE, XpaHEHHEe, YTOUHEHHE (0OHOBJICHHE, U3MEHEHHE),
U3BJICUCHHUE, HCIIONB30BaHMUE, Iepefady (paclpocTpaHEHHe, TMPEeNOCTaBICHUE, JOCTYI),
o0Oe3nuynBaHue, OJIOKUPOBAHME, ylaJeHHE, YHHUUTOXKEHUE NEPCOHANbHBIX NaHHBIX (cm. 3 @3
P® om 27.07.2006 2. N 152-D3 «O nepcoHanvHbix OAHHBIXY).

2.10. IlepcoHanbHble JaHHBbIE - JI00ass WHGOPMAIUSA, OTHOCAIIAACS K MPSAMO HIH
KOCBEHHO ONPE/CICHHOMY WIH OmpeesieMomMy Gu3ndeckoMy Iy (CyOBEKTY MepCOHATBHBIX
naHHbIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-D3 «O nepconanbHulx OAHHBIXY).

2.11. CpenctBo 3amuTthl nHGopmauuu (C3U) — TexHruuecKoe, MPOrpaMMHOE CPEICTBO,
BEIIECTBO U (UJIM) MaTepHall, MpeaHa3HaueHHbIE UK UCIIOIb3yeMble [ 3aIlUTh HHPOPMAIIUH.

2.12. Yrpo3sl Oe3omacHoctu mnepcoHanbHbIX AaHHbIX (YBIIJIH) - coBokymHOCTH
ycIoBUH ¥ (DAaKTOPOB, CO3/JAIOMIMX OMNACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM 4YHCIIE
CIIy9aifHOTO, JIOCTyla K TICPCOHAIBHBIM JaHHBIM, PE3YJIBTaTOM KOTOPOTO MOXET CTaTh
YHUUYTOXXEHUE, H3MEHEHHE, OJIOKMpOBaHHE, KOMUPOBAHUE, PACHPOCTPaHEHUE MEePCOHATBHBIX
JAHHBIX, a TaKKe WHBIX HECAaHKIMOHUPOBAHHBIX JICHCTBUH mpu uX 00paboTke B
WH(POPMAIMOHHOW CHCTEME TEPCOHAIBHBIX NaHHBIX (Memoouka onpedeneHus aKmyaibHbiX
Yepo3 be3onacHocmu nepcoHanIbHblX OAHHLIX NpU UX 0bpabomke 8 UHPOPMAYUOHHBIX CUCTNEMAX
NEePCOHANbHBIX OaHHbIX (Ymeepaicoena 3amecmumenem oupekmopa PCTOK Poccuu 14 ¢espans
2008 2.))

2.13. YHUUYTOKEeHHEe TEePCOHAJBHBIX JAAHHBIX - JICHCTBUS, B pe3ylbTare KOTOPBIX
CTAaHOBHUTCS HEBO3MOXXHBIM  BOCCTAaHOBUTH  COJCPKAHHE TICPCOHAIBHBIX  JIAHHBIX B
WH(GOPMALIMOHHONW CHUCTEME TMEPCOHANbHBIX JAaHHBIX M (WIM) B peE3yabTaTe KOTOPBIX
YHUUTOKAIOTCS MaT€pUaIbHbIE HOCUTEIH NEPCOHANBHBIX JaHHbIX (cm. 3 @3 P® om 27.07.2006
2. N 152-®3 «O nepcoHanbHbiX OAHHBIXY).

1. JOJIZKHOCTHBIE OBA3AHHOCTHU

Anmunuctpatop 6e3onacHocti UCII/IH 06s3aH:

3.1. 3HaTph nepeveHs M ycIoBHsS 00pabOTKH MEPCOHATBHBIX JAHHBIX B Y UPEKICHHH.

3.2. 3HaTh nepeyeHb YCTaHOBJIEHHBIX B KaOMHETaxX HIKOJbl TEXHUYECKHX CPEJICTB, B TOM
ynciie cbEMHBIX Hocutened, koHurypanuio MCII[IH m mepedeHp 3ajgady, pemiaeMbix cC €€
HCIIOJIb30BAaHUEM.

3.3. Ompenensate momHoMouus nons3zoBareneid UCIIIH (opopmienne pazpemmTensHoi
CHCTEMBI JIOCTYIA), MUHUMAJIbHO HEOOXOAUMBIX UM JUISl BHIIIOJHEHHUS CIIY>KEOHBIX (TPYIOBBIX)
00513aHHOCTEH.

3.4. OcymecTBIATh YUET U NMEPUOANYECKHI KOHTPOJIb HaJ COCTABOM U MOJHOMOYHUSIMH
M10JIb30BaTENe aBTOMaTU3MPOBAHHBIX pabounx Mect (nanee APM).

3.5. OcymIecTBIATh ONEPaTUBHBIM KOHTPOJb 3a pabOTOM MOib30BaTeNel 3allUIIEHHBIX
APM u afekBaTHO pearupoBaTh Ha BO3HUKAIOLIME HEIITATHBIE CUTYAIIHH.

3.6. brokupoBaTth JOCTYN K MEPCOHAJIBHBIM JaHHBIM HpU OOHAPYKEHHM HapyIIECHHH
nopsiIKa uX 00pabOTKH.

3.7. PearupoBaTh Ha TMOMBITKM HECAHKIIMOHMPOBAHHOIO JOCTyNa K HWHpOpMalUU B
YCTaHOBJIEHHOM CT. 4 Hactosmen NHcTpyKkun.

3.8. YcTaHaBnMBaTh M OCYILECTBISATh HACTPOWKY CPEJCTB 3alIUThl MH(POPMALUU B
pamMKax KOMITETEHIIH.



3.9. OcyImiecTBIATh HEMOCPEACTBEHHOE YIIPABICHHE W KOHTPOJIb PEXHMOB PaOOTHI
dbyakuuonupoBanus npumenseMbix B UCIIJIH cpeactB 3amuThl nHGOPMAIIMH, OCYIIECTBIIATH
IPOBEPKY MPaBHILHOCTH X HACTPOIKH (BEIOOPOYHOE TECTUPOBAHHE).

3.10. Ileprioyeckn  KOHTPOJIMPOBATh  IEJIOCTHOCTh Trevatedd (TioMO, HaKIIeeK)
TEXHUYECKUX CPEACTB, UCMOJIB3YEMBIX Il 00pabOTKU MEPCOHAIBHBIX JaHHBIX.

3.11. [IpoBoauTh pabOTy MO BBHISBICHUIO BO3MOXKHBIX KaHAJIOB YTEUKH IEPCOHAIBHBIX
JTAHHBIX, U3y9aTh TEKYIIHE TEHACHIIMHA B OOJACTH 3aIIUThI IEPCOHATBHBIX JTaHHBIX.

3.12. IlpoBoauTh  pa3dMpaTenbCcTBA W COCTABIIGHHE 3aKIOYEHUH 1o  dakTam
HECOOIOICHUS YCIIOBUU XpaHEHUS HOCHUTENEH TEePCOHANBHBIX JTaHHBIX, HAPYIICHUS TPaBHI
paboThl C TEXHUYECKUMH U TporpammubiMu cpeactBamu VCII/IH, B ToM 4mclie cO cpeacTBaMu
3amUThl THPOPMAIUH, WIN 10 IPYTHM HAPYIICHHUSM, KOTOPbIE MOTYT MPHUBECTH K CHIIKECHHUIO
YPOBHS 3aLIUIIEHHOCTH MTEPCOHATBHBIX TAHHBIX.

3.13. IIpenocranare goctyn k MCII[IH HOBBIM TOJB30BATENSIM, MPEIOCTABIATH UM
BO3MOXKHOCTh 33/1aTh MapoJib, COOTBETCTBYIOIIUI TpeboBaHUsAM «HCTPYKIMK MO OpraHU3aluu
MapOJIbHOM 3aILUThD.

3.14. [Ipou3BOAUTH MEPOMPUITHUS 110 BHEIJIAHOBOI CMEHE Mapojieil B COOTBETCTBUU C
«MHCTpYKIMEN IO OpraHu3auuy NapOJbHOMN 3aIUThI».

3.15. BHOCUTH JIaHOBBIE U BHEIIJIAHOBBIE U3MEHEHUS B YUETHYIO 3alUCh MOJIb30BaTeNei
HUCII[H, B ToM uucie 1o TpeOOBAaHUIO PYKOBOJUTENS OTHEIa U B Clly4ae YBOJbHEHUS
COTpYIHUKA.

3.16. OcymecTBIATE MEPUOIUYECKOE pPE3epPBHOE KOMHPOBAaHWE ©0a3 TMEPCOHAIBHBIX
JAHHBIX U COMYTCTBYIOLICH 3aluiiaeMoil nHdopMaluu, a TaKkkKe OCYIIECTBISATh BHEIJIAHOBOE
CO3JIaHUE PE3epPBHBIX Komuil 1o TpeboBanuto noip3zoBareneit UCII/In u B uHBIX cioydasx, Korja
3TO HEOOXOIUMO ISl 0OeCTIEYeHHS] COXPAaHHOCTU NEPCOHANIBHBIX JaHHbBIX.

3.17. OcyiiecTBiIsATh BOCCTAHOBJICHHE HWH(POpPMAIMM W3 PE3CPBHBIX KONUH  TIO
TpeboBanuto monb3oBareneid MCII[lH u B HMHBIX cioyyasx, KOIJIa 3TO HEOOXOAUMO st
BOCCTAaHOBJICHHS yTPAuCHHBIX CBEIACHUH.

3.18. Xpauutb nuctpuOyTUBHI MporpaMmMHoro obecredenusi, ycranosneHHoro B UCI1/{H,
B TOM WYHCJEC JTUCTPUOYTHUBHI CPEJICTB 3allUThl HHPOpPMAIMK, B MECTE, HCKIIOYAIOIIEM
HECaHKIIMOHUPOBAHHBIN JOCTYI K HUM TPEThUX JIUI.

3.19. BHOCUTH CBOM TIPEIOKECHHS 10 COBEPIICHCTBOBAHHUIO MEP 3aIUTHI IIEPCOHATBLHBIX
nauHbix B UCII/IH, pa3paboTke W MPUHATHH MEp MO MPEJOTBPAIICHUIO BO3MOXKHBIX OIMACHBIX
MOCIICACTBHI HAPYIICHUH, TPUBOAIINX K CHIDKEHUIO YPOBHS 3aIMIIEHHOCTH TEPCOHATBHBIX
JAHHBIX.

3.20. 3narp 3akoHOHATENHCTBO P® 0 TmepcOHANBHBIX JaHHBIX, CJICAUTH 32 €ro
WU3MEHEHUSIMHU.

3.21. BBITIONMHATS WHBIE MEPONPHUATHS, TpeOyeMble TEXHHYECKUMH W IMPOTPAMMHBIMHU
cpeactBamu UCII I nns mogaepxkanust ux GyHKIIMOHUPOBAHUS.

IV. IEUCTBUA TPU OBHAPYKEHUU MOMNBITOK
HECAHKIHMOHUPOBAHHOI'O 1OCTYIIA

4.1. K nmonbITKaM HECAaHKIIMOHUPOBAHHOTO JJOCTYIA OTHOCATCS:

4.1.1. ceancsl pabotsl ¢ MCII[AH He3aperucTpupOBaHHBIX IOJIb30BATENCH, MU
M0JIb30BaTENeH, HAPYIIUBIIUX YCTAHOBJIEHHYIO MEPUOJWYHOCTh JOCTYIA, WK CPOK JOEHCTBUS
MOJIHOMOYMI KOTOPBIX UCTEK, WM MPEBBILIAIOIINX CBOU ITOJIHOMOYHS 10 AOCTYIY K JaHHBIM;

4.1.2. neCTBUSL TPETHETO JIMIIA, TIBITAIOMIETOCS IONYYHTh JOCTYN (WM yXKe
nonyuuBmero poctyn) k MCIIJH, npu ncnosb30BaHMM y4€THOW 3alMCH  aJMUHHCTpaTOpa
uiu apyroro monb3oBatens MCII/IH, meTtomom mombopa maposisi, HCIOIB30BAHMS ITApOJIs,
pas3rIameéHHoro BIaAebleM YUYETHOHN 3aiCH WM JIFOOBIM IPYTUM METOAOM.

4.2. Tlpu BoIsSiBIEHUH  (pakTa  HECAHKIIMOHHPOBAHHOTO  JOCTYNa  aIMHHHCTPATOP
oe3onacHoctu MUCIIJIH 00s13aH:



4.2.1. npexpatuTh HecaHKIMOHUpoBaHHbIH noctyn Kk UCIT/H;
4.2.2. NOJMOXKUTHh JUPEKTOPY IIKOJbI O (paKTe HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
ero pesynbTare (yCHelIHbIi, HEYCIEUIHbIN) U MPEANPUHSITHIX ICHUCTBUSX.

V. IIPABA

Anmunuctparop 6ezonacuoctu UCIT/IH nmeet npaso:

5.1. Tpe6osars ot nonws3oBateneid UCII/IH BhIOTHEHUST HHCTPYKIIMA B 9acTH PaOOTHI C
nporpaMMHbIMH, annapatHbiMu cpeactBamu UCIT/IH 1 nepcoHanbHBIMU JaHHBIMU.

5.2. bokupoBaTh J0OCTYN K MEPCOHAIBHBIM JaHHBIM JIIOOBIX IMOJB30BATENEH, €CIIU 3TO
HEOOXO0IUMO ISl TPEAOTBPALLCHUS HAPYILICHUS PEKUMA 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

5.3. [IpoBOIMTH BHEIUIAHOBBIE AHTHBHPYCHBIE NMPOBEPKU IMPH BO3HHUKHOBEHUH YIPO3BI
MOSIBJICHUS BPEAOHOCHBIX MPOTPAMM.

5.4. Ilpon3BoauTh NMEPUOIUYECKHUE MONBITKH B3JI0OMa NApoJIEH I0JIb30BATENEH B LENAX
TECTUPOBAHUSI CHCTEMbl KOHTPOJS JOCTyla Ha HalW4Me ysI3BUMOCTEW. B cimyuae ycnemHoin
HOMBITKU — BIIPaBe TPeOOBATH y M0JIb30BATENS U3MEHEHUS apOJIs.

5.5. [IpoBoauTh cimy>keOHBIE pacclieJOBaHMs U OMpAaIINBaTh MOJIb30BaTee Mo dakTam
HECOOJIOICHNS YCIIOBUM XPaHEHUS HOCHUTEJECH NEpCOHAJBHBIX JAHHBIX, HAPYIICHUs MPaBUI
paboThl C TEXHUYECKUMH U TporpammHbiMu cpenactBamu MCII/IH, B ToM 4Hclie cO CpeacTBaMu
3alUThl UHPOPMALIMKU, WU 0 APYIMM HAPYHICHUSM, KOTOPBIE MOTYT NMPHBECTH K CHIYKCHHIO
YPOBHS 3aLIUIIEHHOCTH MTEPCOHATBHBIX TAHHBIX.

V1. OTBETCTBEHHOCTbD

6.1. Anmunuctparop 6e3onacHoctu CII/IH Hec€T mepcoHanbHYI0 OTBETCTBEHHOCTH 32
coOmonienre TpeboBaHmii Hacrosimed MWMHCTpykumu, 3a cpeacTBa 3amuThl HH(POpMAIUH,
NpUMEHsSEMbIe B YUPEXKJICHUHU, 3a KayeCTBO IPOBOJAMMBIX MM pabOT 10 OOECHeYCHHUIO
0€30MacHOCTH MEPCOHANILHBIX JIAHHBIX U 32 BCE JIEHCTBUSI, COBEPIICHHBIEC OT HUMEHU €ro YYETHOU
sammcu B MICII/IH, eci ¢ ero CTOPOHBI HE OBUIO MPEIIPHHATO HEOOXOAMMBIX JCHCTBUH IS
MPEIOTBPAIIECHUST HECAHKITMOHUPOBAHHOT'O UCTIOIB30BAHUSI €T0 YUIETHOM 3aIUCH.

6.2. Anmunuctparop OezonmacHoctu WCII/IH mpu HapylieHHH HOPM, PETYIHPYIOIIUX
noytydeHue, o0pabOTKy M 3allUTy MEPCOHAIBHBIX JaHHBIX CYOBEKTa, HECET NUCHIUILTMHAPHYIO,
aJIMUHUCTPATUBHYIO, TPaXAaHCKO-TIPABOBYIO U YTOJOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHH C
3aKoHoOAarenbCcTBOM Pocculickoit denepanuu.



